AES

Advanced Encryption Standard
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hex y
0 1 2 3 4 5 6 7 8 9 a b c d e f
0163 | 7¢ | 77 | T | f2 | 6b | 6f | c5 | 30 | 01 | 67 | 2b | fe |d7 | ab | 76
llca| 82 | c9 | 7d| fa| 59| 47 | f0 | ad |dqa]| a2 | af | 9%¢c | a4 | 72 | c0
2| b7 | fd | 93 | 26 | 36 | 3f | f7 |cc | 34 | a5 |e5 | £1 | 71 | a8 | 31 | 15
3104 | c7| 23| c3 |18 |96 |05 |9 |07 |12 |80 | e2|eb | 27 | b2 | 75
4109|183 | 2c|la|1lb|6e | 5a|a0 | 52| 3b | d6| b3 | 29 | e3 | 2f | B4
5153|dl |00 |ed | 20| fc | Dl | Sb| 6a |cb |be | 39 |4a | 4c | 58 | cf
6|d0|ef |aa | fb | 43 | 4d | 33 | 85 | 45 | £9 | 02 | 7£ | 50 | 3¢ | 9f | a8
- 7|51 | a3 | 40 | 8f | 92| 9d | 38 | f5 | bc | b6 |da | 21 | 10 | ££f | £3 | d2
8lcd|Oc| 13 |ec | S£| 97 | 44 | 17 | c4d | a7 | 7e | 3d | 64 | 54| 19 | 73
9| 60| 81 | 4f |dc | 22 | 2a | 90 | 88 | 46 | ee | b8 | 14 | de | Se | Ob | db
aled| 32| 3a|0a |49 | 06 | 24 [Sc | c2 |d3 |ac | 62|91 |95 | ed | 79
ble7 | c8 | 37 |6d | 8d | d5 | 4e |a9 | 6¢c | 56 | f4 | ea | 65 | 7a | ae | 08
c|ba| 78| 25| 2e | lc | a6 | b4 |c6 | e8B |dd | 74 | 1f | 4b | bd | 8b | Ba
d| 70 | 3e | b5S | 66 | 48 | 03 | f6 | Oe | 61 | 35 | 57 | b9 | 86 | cl | 1d | %e
elel | £f8 | 98 | 11 |69 | d9 | Be |94 | 9D | le | 87 | e9 | ce | 55| 28 | df
f| B | al | 89 |Od | bf | e6 | 42 | 68 | 41 | 99 | 2d | Of | DO | S4 | bb | 16
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s 0 1 2 3 4 5 6 7 B8 9 a b - d o f
0163 | 7¢ | 77| T | f2 | 6b | 6f | c5| 30|01 |67 | 2b | fe |d7 | ab | 76
l1|lca| 82 | c9 | 7d| fa | 59 | 47 | f0 | ad |da] a2 |af | 9c |ad | 72 | c0
2| b7 | £d | 93 | 26 | 36 | 3 | £7 |cc | 34 | a5 | e5 | £1 | 71 [ a8 | 31 | 15
3/]04 | c7| 23| c3 |18 96|05 |9 |07 |12 |80 | e2 |eb |27 | b2 | 75
4|1 09| 83| 2c|la|1lb|6e | 5a|a0 | 52| 3b|d6| b3 | 29 |e3 | 2f | B4
5153|dl |00 |ed| 20| fc | bl | Sb| 6a |cb |be | 39 | 4a | 4c | 58 | cf
6| d0 | ef |aa | fb | 43 | 4d | 33 | 85 | 45 | £9 | 02 | 7£ | 50 | 3c | 9f | a8

x 7] 51 | a3 |40 | 8£ | 92 | 9%d | 38 | £fS I bc IDENl da | 21 | 10 | ££ | £3 | a2
B8lcd | Oc| 13 |ec | SE| 97 | 44 | 17 | c4 | a7 | 7Te | 3d | 64 | 54| 19 | 73
9|60 | 81 | 4f |dc | 22 | 2a | 90 | 88 | 46 | ee | b8 | 14 | de | Se | Ob | db
aled| 32| 3a | 0a |49 | 06 | 24 | Sc|c2 |d3 |ac | 62|91 |95 | ed | 79
ble7 | c8 | 37 |6d | 8d | d5 | 4e |a9 | 6c | 56 | f4 |ea | 65 | 7a | ae | 08
c|ba| 78| 25| 2e | lc | a6 | b4 |c6 | eB |dd | 74 | 1f | 4b | bd | 8b | Ba
d| 70 | 3e | b5 | 66 | 48 | 03 | f6 | Oe | 61 | 35 | 57 | b9 | 86 | cl | 1d | %e
elel | f8 | 98 | 11 |69 | d9 | Be |94 | 9 | le | 87 | e9 | ce | 55| 28 | df
f| B8 | al | 89 |Od | bf | e6 | 42 | 68 | 41 | 99 | 2d | Of | DO | S4 | bb | 16
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A ! Uy W

S = (Z‘Soc) &, (3‘S1c) D S, D S3c;

e = Soc D (2081.) ® (305,.) @ Sse;
S = Soc @ S1c D(20S55.) D (3983,.);
S’ = (3‘Soc) @ S, @ Ss. &, (2’S3c).
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TAB/IMLIA 3AMEHbI BAUT S-BOX AJITOPUTMA AES

0 I 2 3 - > 6 & 8 9 A B & D E F

0 63 |[THC || 727 |78 INE2 T 6B T 6E NG 30 1nol ez || 2B | ER NP7 |TAB T 76
I CA| 82 | CO]| 7D |FA| 59 | 47 | FO |AD | D4 | A2 | AF | 9C | A4 | 72 | CO
2 B7 | ED |93 || 26 | 36 | 3E | Ef | €C | 34 | AS | BS | EL | 71 [ID8 | 31 15
3 04 €7 | 230 | C3 L8 196 10105 || 9AL || 107 12180 IE2) (FEBN 027 || NB20 |75
4 09 [183 | 2€ | 1A (| 1B | 6E | SA [FAO |52 '3B [ D6 | B3 (| 29 [ E3 | 2E | 84
5 53 |[ID1 00 | ED 20 [FEC | Bl |1S5B | 6A (|'€B | BE | 39 [l 4A | 4€C || 58 | '€E
6 DO | EF |AA | FB | 43 |4D | 33 | 8 |45 | F9 | 02 | 7F | 50 | 3C | 9F | AS
7 51 | A3 | 40 || sE || 92| 9D I 38 | ES [ BC || B6 || DA |[ 21 10 L EE | B3 || D2
8 |NEDNOC |15 [ITEC |TSE |97 044 |17 CA AT || TTE | SDi) 64 |5 19 |75
9 60 | 81 | 4F [DC | 22 |2A | 90 | 8 | 46 | EE [ B | 14 | DE | 5E | OB | DB
A |EQO |32 [[3A [[0A |49 106 | 24 | 5€C | C2 | D3 |AC 162 | 91 || 95 | E4 | 79
B E7 | C8 | 37 |6D | 8D | DS | 4E | A9 | 6C | 56 | F4 | EA | 65 | 7A | AE | 08
C |[BA| 78 | 25 | 2E | IC | A6 (| B4 | C6 | EB |[DD| 74 | 1IF | 4B | BD | 8B | 8A
D [T 3BE [TBS1166 ||"48 |03 ITEG [NOE el E35 1S |NBoNESe [HEl T IDAIE9E
E El | ES | 98 1L 69 IEPOAIESE 04 OB 1 1B IES7 - BSUINEBE S5 28 il DE
F | 8C | A1 | 8 |OD | BF | E6 | 42 | 68 | 41 | 99 | 2D | OF | BO | 54 | BB | 16
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